HIKVISION

First Choice for Security Professionals

Network Video Recorder
Version: V4.21.005 build190509
Release Note

(2019-5-9 External)

Firmware Version: V4.21.005 build190509
SDK Version: V6.0.2.30_build20190325
Firmware
Play Library: V7.3.7.32_Build20190305
Basic )
Web component: V4.0.1 build190505
Information
IVMS-4200: V2.6.18.2 build20190326
OpenSDK Version: V1.5.55.1 build 181101

Reason of Upgrade

Add new features and optimize product performance.
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New features

1. [Smooth Streaming]

1) Low bandwidth preview and playback, support up to 4 channels.

2) Web and 4200 support configuring, and only 4200 supports preview and playback.

Web doesn’t support preview and playback.

Live View Playback Application Configuration
Q Local SNMP Email Platform Access Network Service Other Integration Protocol Smooth Streaming
System Stream Type [Transcoded Stream v|
8 sy
0 Network IE Enable Smooth Streaming |
Mode [Auto v|

Basic Settings

|
& T

E]  Image
[E] Event
B Storage

£ | Vehicle Detection

Q VCA

:.G Human Body Capture
10T Channel Settings
2.  [Access Control Devices Access]

1) Supportthe access of Hikvision Access Control devices and Intercom devices. Note:

Take Access Control as an example to show screenshots.
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loT

‘\

Access Control Alarm

Entrance and Exit Channel
Control System

Alarm Event Linkage
Management System

Al

< Access Control
X Delete [ Import % Export ) Refresh

[ card swiping Record ChannelNo.  Name Device Type P Address Protocol Edt  Config  Stalus Security

O loT01 P1B1U1F1... Hikvision Video Int... 10.9.96.19 Hikvision "] [>] Weak Pass
O loT03 P1B1Y AddIloT Device >< =) [>) Weak Pass

Protocol I Hikvision - I

Device IP 10.9.96.67

Port 8000

Transfer Protocol TCP -

User Name admin

Password

2) Support alarm rule configuration and OSD display configuration.
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< Access Control

|

< Back  Config

Channel  [loT04]10T01 - Name

Event Configuration | |OSD Display Configuration

Event Type Authentication Passed

[EF  card Swiping Record

Linkage Action  Arming Schedule

Normal Linkage Trigger Alarm Output

Full Screen Monitoring Local->1

Audible Warning Local->2
Notify Surveillance Center Local->3
Send Email
Local->4
~10SD Display
Local->5

10701

~|Enable

Trigger Channel

D1

D2

D3

D4

[»]}

PTZ Linkage

PTZ Linkage

Preset No

Patrol No.

Pattern No.

Device Type  Hikvision Access Control Device

Copyto

[D1] 12345678 Fro -

3) Support Normal Linkage, Trigger Alarm Output, Trigger Channel, PTZ Linkage.

< Access Control

|

< Back  Config

= Channel  [loT04] IOTO1 - Name

= Card Swiping Record
Event Configuration | OSD Display Configuration

Event Type Authentication Passed

Linkage Action  Arming Schedule

10701

~Enable

|_INormal Linkage l Trigger Alarm Output l

Full Screen Monitoring Local->1
Audible Warning [ Local>2
Notify Surveillance Center Local->3
Send Email .
Local->4
~/|0SD Display
Local->5

I Trisgerchannell |PTZLinkage

PTZ Linkage

Preset No.

Patrol No.

Pattern No.

Device Type  Hikvision Access Control Device

Copy to

[D1] 12345678 Fro  ~

4) The Access Control alarm information also can be overlapped on live view. Which IP

channel will be overlapped with the OSD display depends on the trigger channel you

select.
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< Access Control

< Back  Config

Channel  [l0T04] IOTO1 ¥ Name 10T01 Device Type  Hikvision Access Control Devic

Event Configuration | OSD Display Configuration

~/|Device Name ~ICard No. ~|Event Name

[EF  card Swiping Record

~Name ~/ID No.

Character Encod... Latin-1(is0-8859-1)

Overlay Mode Page
Font Size Small Large
Font Color EEE/AEEN
Display for(s) 1000

Privacy Settings

For example, the entered card number vl be shown as ™

5) Support Access Control alarm event log.

NVR 20

@ System Info < Back
No. Major Type Time Minor Type Parameter
;) Import/Export 1 QAIarm 27-05-2019 09:14:56 Access Control Host Event N/A
G Uporads 2 QAIarm 27-05-2019 09:16:49 Access Control Host Event N/A
= 3 QAIarm 27-05-2019 09:16:49 Access Control Host Event N/A
@? ;  Default 4 O Alarm 27-05-2019 09:17:09 Access Control Host Event N/A
@ Network 5 OAIarm 27-05-2019 09:19:56 Access Control Host Event N/A

6) Support to upload alarm to Hik-Connect.

7) The timeout period for recording after the call starts is 90 seconds, or 90 seconds if

there is no call end.

3. [Alarm Devices Access]

1) Support the access of HIKVISION alarm devices and GJD, OPTEX and Luminite

alarm devices. Note: Take GJD as an example to show screenshots.
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NVR 40

loT

K
Access Control Alarm

Entrance and Exit Channel Alarm Event Linkage
Control System

Management System

Al

< Alarm Device

Device Management

X Delete

) Refresh

B  Channel No. Name

Device Type IP Address Protocol Edit Config Status Security
||Q  searchData 10T02 10702 GJD Alarm Device 10.25.204.99 GJD =) © NA
Add 10T Device X
Protocol OPTEX .
Hikvision
Device IP I

Transfer Protocol

Luminite

2) Support alarm rule configuration and OSD display configuration.

< Alarm Device

E4]  Device Management + Add X Delete ) Refresh
Channel No. Device Type IP Address Protocol Config Status Security
\_LQ_ Search Data O loT02 10702 GJD Alarm Device 10.25.204.99 GJD
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< Alarm Device

" < Back i
Device Management Conflg

Channel  [l0T02] IOT02 b Name 10T02 Device Type  GJD Alarm Device

|Q  Search Data Event Configuration | JOSD Display Configuration

Event Type PIR Detection alarm g ~|Enable Copy to

Linkage Action  Arming Schedule
x

Normal Linkage Trigger Alarm Output Trigger Channel PTZ Linkage
— Local->1 ~ID1
FuKSerasnMontoring PTZ Linkage [D1] 12345678 Fro ~
Audible Warning Local->2 ~|D2
Preset No. 1
Notify Surveillance Center [~ ;o\ 5 D3
Patrol No. 1
Send Email
Local->4 D4
~10SD Display Pattern No. 1
Local->5 ~'|D5

3) Support alarm event log.

@ System Info < Back
No. Major Type Time. Minor Type Parameter Play
(7‘) Import/Export 1651 OAIarm 27-05-2019 14:51:43 Motion Detection Started N/A >
2 1652 QAIarm 27-05-2019 14:51:57 Motion Detection Stopped N/A >
LI Upgrade
= 1653 OAIarm 27-05-2019 14:52:01 GJD Alarm Host Event N/A
&
%, Default 1654 O Alarm 27-05-2019 14:52:03 GJD Alarm Host Event N/A
@ Network 1655 QAIarm 27-05-2019 14:52:07 GJD Alarm Host Event N/A
. 1656 OAIarm 27-05-2019 14:52:08 GJD Alarm Host Event N/A
é\: HDD Operation
1657 QAIarm 27-05-2019 14:52:13 GJD Alarm Host Event N/A
System Service 1658 OAIarm 27-05-2019 14:52:16 GJD Alarm Host Event N/A

4) Support Normal Linkage, Trigger Alarm Output, Trigger Channel, PTZ Linkage.
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< Alarm Device

< Back  Config

Device Management

Channel  [I0T02]10T02 - Name 10702 Device Type  GJD Alarm Device

y Event Configuration | OSD Display Configuration
|Q  searchData 9 play Confg

Event Type PIR Detection alarm b |Enable Copy to

Linkage Action  Arming Schedule
x

[f Normal Linkage I E”TriggerAlarm Output ] F Trigger Channell IPTZ Linkage [

. Local->1 ~ID1
Full:Sersen'Monkorifig PTZ Linkage [D1] 12345678 Fro ~
Audible Warning Local->2 ~|D2
Preset No. 1
Notify Surveillance Center | .\ o3 D3
Patrol No. 1
Send Email
Local->4 D4
~|OSD Display Pattern No. 1
Local->5 ~D§

5) The alarm information also can be overlapped on live view. Which IP channel will be

overlapped with the OSD display depends on the trigger channel you select.

< Alarm Device

Device Management < Back  Config

Channel  [10T02] I0T02 v Name 10T02 Device Type  GJD Alarm Device
e 6 OSDIDikEH '
|2  searchData Event Configuration ~ OSD Display Configuration

Character Encod... Latin-1(is0-8859-1)

Overlay Mode Page

Font Size Small Large
Font Color EEE EEER
Display for(s) 20

Privacy Settings

For example, the entered card number will be Shown as ™.

6) Support to upload alarm to Hik-Connect.
7) The default port for NVR to receive alarms is 30999, which can be modified.

4. [Counting Statistics]

1) It can support display counting statistics by selecting channels in local GUI and

lvms4200.
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CEIT. - [Eremme

T Den [v [D1]IPCamera 01
= P Daily Report WA 05-01-2018 = = Export
[+ [D2]IPCamera 02

FPeople Entered

[D3] IFCamera 03
[D4] IPCamera 04
[D5] IPCamera 05
[DB] rernote testing dome
[D7] IPCamera 07
[D8] IPCamera 08

[Dg] IPCamera 09

0O o0 oo ooooooo

[D11]1IFCamera 11 13 14 15 16 17 18 19 20 21 22 23 24
[D12]IPCamera 12
[D13] IPCamera 13
[D14] Camera 01

[D15] IPCamera 15

—
—
—
—
—
—
[ [Di0]IPCamera 10
—
—
—
—
—
—

[D1B] IPCamera 18

2) Support display and export reports by daily, weekly, monthly and annual.

: Camera [All] Camera

£ Heat Map

Daily Report

Feople Entered Feople Exited

> 0o o o

5. [Hik-connect Download QR Code]

Hik-connect Download QR code is added in Platform Access interface of NVR local GUI.
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o3 General SNMP Email More Settings

2 User Access Type Hik-Connect
B Network Enable
ToRIP Custon
: Enahle Stream ..
Verification Cod Tqaz2vsx
=| Event
Status Offline(0x3007)
2 Live View
Hik-Connect Ac Unlinked
=] RS-232 Scan the QR code via the Hik-Connect app Scan the QR code to download the
L application to add the device smartphone app
[zzz] Holiday
= ElpasE
)| ros E 4
— (D]
s Hot Spare

6. [Main and Auxiliary Menu Switching]

1) Support non-homologous devices to support this function.
2) There is no resolution limit for the operation of primary and secondary ports, and they
can be switched as long as they are supported.

3) Only the current port can operate PTZ after switching.

NO LINK NO LINK
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7. [IP, MAC Address Black-and-white List Function]

NVR a0 .
—
(i) System Info Enable I [
3 Log Information Restriction Mode [ + IP Address MAC Address ]
Import/Export Restriction Type [ Allow e Forbid ]

> Upgrade Restriction List Add 4 Edit < Delete

2., Default - No. IP Address
&5 Network 1 10.25.204 41

!

2 10.9.96.9

HDD Operation

2 System Service

Systemn Service

ONVIF

Stream Encryption

Double Verificati

More Settings

1) Local GUI and web can set blacklists and whitelists of IP and MAC.

2) Only one (IP or MAC) black-and-white list can be enabled.

3) MAC and IP address black-and-white lists can support 32 addresses separately.

4) The actual IP and MAC are acquired in the router with IP and MAC addresses, and
the IP and MAC on the router side are acquired outside the router.

5) The IP and MAC black-and-white list addresses set can be modified and deleted.

8. [Support Korean Soft Keyboard]

When the local language is switched to Korean, the keyboard input supports Korean.
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9. [Double Verification]

1) If enabling Double Verification, non-admin users need secondary password
authentication when local GUI playback, video export, remote video

playback/download in web or IVMS4200.

NVR ao

Channel

Max. Carmn. . Min Cam
IPCamera 02

IPCamera 03
- - Double verification user
IPCarmera 04

IPCarmera 05
remote test User Name test1
IPCamera 07

FPassword
IPCamera 08

Cancel
2018 Jan
S M T W T F S
1 2 2 4
6 7 & 9 10 11

20 21 22 23 24 25
27 28 28 30 3

o0 14’00 © sloo 20 : ‘oo C © os'ng

Custom Search B HH

5 pp
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2) Admin users don’t need Double Verification and only admin user can configure the
function.

3) Double Verification can newly add up to 8 users. Double Verification users can only

be used for secondary authenticate, but can’t be used for logging in NVR.

@ Systern Info - Enable Double Verification @
E Log Inforrnation Add [# Modify < Delete
< ImparEpart User Name Security
4 Upgrade 1 test1 Weak Pass...
'-":‘5_ Default
&5 Metwork

[\ HDD Operation
ey
Systermn Service

ONVIF
Strearn Encryption

Address Filter

%

More Settings

10. [EHOME 5.0 Protocol]

The device can be connected to the platform through E-home5.0 in LAN.

LOJ  General SNMP  Email | Platform Access | More Seftings

User
Access Type EHome -
B Network

TCPAP

Enable

Event

[

Live View

RS-232

Holiday

POS

o <D

Hot Spare
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11. [Two-way Audio Function between NVR Channels And Hik-Connect]

1) It can be turned on and off on Hik-connect.
2) Only one channel is supported, and the channel must be in living view.

3) The version of Hik-Connect must be V3.7.0 or later.

12. [Thermal Camera Alarm Image Upload to Hik-Connect]}

1) After the thermal camera reports the alarm to NVR, NVR synchronizes the alarm
information to Hik-Connect.

2) The alarm picture is the thermal channel, not the visible light channel.

13. [Add POE Setting in Web]

1) Itis supported to configure IP address of POE network card in web.

Live View

MEVLET S Picture

Application Configuration

TCPIP DDNS PPPoE Port MAT

-.96 VideolAudio 1Pv4 Subnet Mask 255255255 0
&l image IPv4 Default Gateway 10.9.96.254
] Event IPv6 Address fed0::c62t-90ff-feal-bed
Storage IPvE Default Gateway
B Vehick Delection Mac Address c4:2f:90:a1:0bzed
@ v MTU [1500
:% Human Body Capture DNS Server
W Auto DNS
Preferred DNS Server 10.1.7.97
Alternate DNS Server 10.1.7.98

g Local

[ system

@ Network NIC Type |Aulo £
Basic Settings [ DHCP
Advanced Settings IPvd Address 10.9.96.28

PoE Network Card Settings

Mg more 10T channels ar... [192.168.254.1
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14. [Alarm In And Other Event Types Support Combination Alarm]

1) If Alarm In is configured with a combination alarm, the Alarm Input will not alarm
separately, but only alarm for other events such as motion or smart events; If Alarm In
is not set combination alarm, Alarm In should be alarmed alone.

2) The Arming Schedule for combination alarm shall be the same as other events such

as motion detection or smart event.

Live View Playback Picture Application Configuration

Motion Video Tampering Video Loss Alarm Input Alarm Qutput Exception

& Local
1 system Alarm Input No. |A<—1 V| IP Address Local
e Network Alarm Type |NO Vl Alarm Name [ [cannot copy)
,El,o Video/Audio i/ Enable Alarm Input Handling
e Arming Schedule Linkage Method Combined Alarm
[E] Event Camera |Camera1 v @
‘ Basic Event Combinzd Alar.. [] setectan
Smart Event A
Storage [] video Tampering
E&  Vehicle Detection [] Facial Detection (Face Ca...
Q VCA [] Intrusion
:% Human Body Capture [] Line Crossing Detection

[] Regien Entrance

1 Reainn Fxitina

15. [Indonesian]

1) Indonesian language is supported in local GUI.

16. [Add four types of smart event]

1) Four smart events are added: gathering, fast moving, parking detection, and loitering

detection.

17. [Fisheye Camera]

1) Support second generation fisheye camera access.
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2) Four new fisheye expansion modes: Fisheye+3PTZ, Cylinder, Hemisphere, 4PTZ.

Fisheye + 3PTZ

1°273:4'5'6 7 B F

18. [HDD Health Detection])

1) Only Western Digital HDD and Seagate Skyhawk Series HDD are supported.
2) The health status of various indexes of the hard disk can be visually checked.

O System Info

B Total number of HDDs: 3. It only detects Western Digital (WD) and Seagate SkyHawk series HDDs.
Log Information
inprtExp0n (o For (o o) (o fog
Upgrade No2 HDD not No3 HDD is No§ HDD is

©. Default

@ Network

| HDD Operation

=

SMART

Bad Sector Detection

HDD Clone
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(i)  systemlnfo

{ Back
[21 Lognformation
No. 3 HDD HDD is healthy
) Import/Export 2
-~ No. Alarm Name Status Current Value Advice
ar Upgrade £
| . K 1 Lifetime PowerOn Reset Alert HDD is healthy. 306.00
%, Default 2 Power On Hours Alert HDD is healthy. N/A
5
Network 3 Head Load Lifetime Count Alert HDD is healthy. 354.00
4 Current Temperature Alert HDD is healthy. 33.00
HDD Operation
5 Total Lifetime Workload Alert HDD is healthy. 1.00
SMAR.T 6 Total Workload Rate Alert HDD is healthy. N/A
. 7 Power On Reset Rate Alert HDD is healthy. N/A
Bad Sector Detection
8 Head Load Rate Alert HDD is healthy. N/A
FDD Clone 9 Soft Reset Alert HDD s healthy. NA
10 Hard Reset Alert HDD is healthy. N/A
" Mechanical Failure Alert HDD is healthy. N/A

19. [AcuSense Series Camera]

1) Support line crossing detection or intrusion detection to set up human and vehicle
identification configuration.

==

Camera | D212346 - [Save VCA Picture

Face Detection Intrusion Xegion Entrance) Region Exilin%udden Scene..\.

- “lEnable Line Crossing Detection

Settings  Arming Schedule  Linkage Action

,-21-2019 Fri 18:20:13 2 Arming Area 1 il
Direction A<->B o i
Sensitivity 1 moicammm— | 100 | 100

Target ... Human ... [“IVehicle
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2)

 camera | ~| “ISave VCA Picture

@ce Detection | Line CrossingUegion Entrance) Region ExiTng%udden Scen&)

[“|Enable Intrusion Detection

Area Seitings  Arming Schedule  Linkage Action

2019 Fri 18:20:48 Virtual Plane 1 >3

SR T
Time Thres..0 sessccs—s 10 0 |

f &
Sensitivity 1 ewmmsms ecssssmms 100 50 !
Target ... [¥IHuman ... [Ivehicle

X
g Draw Area ! t Clear i | Max. Size | } Min. Size "

Support classified retrieval of alarm pictures of human and vehicles reported by
AcuSense series camera.
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<«

il Target Picture

ﬁ'j ‘Vehicle Files D2 21-06-2019 00:00:34 ~ 21-06-2019 18:16:32
L

Search Condition

= : D2 21-06-2019 06:03:47 ‘ D2 21-06-2019 06:06:24 | D2 21-06-2019 06:06:31
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Target Picture |  SIIIERSIGITITES
Group: Mﬁme

D2 21-06-2019 09:50:10 ~ 21-06-2019 18:17:17

Search Condition

D2 21-06-2019

D2 21-06-2019

G

D2 21-06-2019 09:51:11 D2 21-06-2019 09:51:17 D2 21-06-2019 09:51:19

. Total: 244 P:1/3

Modified functions

1. [Optimize Keyboard Access])

1) For DS-1005K keyboard, after stopping patrol / starting patrol, the patrol icon will
change and the tip text swill change.

2) DS-1005K keyboard supports selecting the playback date for playback.

3) The target detection bar under the preview interface can be operated by keyboard.

4) Real-time playback can control the positioning, pause, start and exit functions of time

points.
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2.

1)
2)
3)

1)

2)

3)

1)

2)

3)

[Optimize Thermal Camera Access])

Support VCA behavior analysis configuration on NVR.
Support temperature measurement and VCA alarm.

Support real-time temperature measurement guide.

[Virtual Host]

All models of | series including POE and non-POE NVR, can enable virtual host
function, and generate connecting links.

After opening the virtual host, both POE and non-POE NVR can generate jump links
for POE and non-POE channels.

Support skipping the website of third-party camera.

[Array & group mode are mutually exclusive]

It can be detected when NVR is booting if Array and group mode coexist. If coexist,
the local GUI will prompt "Quota mode provides higher data safety, and is
recommended over array mode for HDD group”. Select "Yes" and then the NVR will
restart.

Array mode: It doesn’t support Group mode when enabling Array. Group mode button
is putting ash in local GUI, and there is no Group mode option in drop-down box in
4200.

Group mode: It doesn’t support enabling Array when selecting Group mode. Enable
RAID button is ash and cannot be selected, and array configuration page is hidden in

4200.
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g s Modle * Cuota

Starage Device Carners L] IPCamers 01
H RaD Uzed Record Capacity 0B
Used FPicture Capacity 1024 D=
Ell Aute Backu HOD Capacity (55) 1177
@) Achanced Mae. Recaord Capacky (GH] o
Wi, Ficture Capacity (58] o
iy, Free Quota Space 11177 GH
Copy to

5. [Optimize Search Speed of Hik—-Connect Playback]

The hik-connects receives the alarm, and the alarm video can be played back after 5-

15s.

6. [Vehicle Detect black/white/other list support PTZ linkage]

1) PTZ linkage can be set in local and remote black and white list and other lists in
vehicle detection and alarm.
2) When the vehicle detection alarm is triggered, the local trigger corresponding PTZ

linkage item.

7. [Optimize Onvif Access]

1) Optimize the bit stream access logic.
2) Support multi-channel camera access.
3) Pull-Point Notification is supported by default, and Base Notification is used if the

device does not support Pull-Point Notification.
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Related product list:

| series NVR DS-9600NI-116, DS-9600NI-18

DS-7700NI-14(/P), DS-7732NI-14/24P

DS-7700NI-14(B)(/P), DS-7600NI-12(/P)

Customer Impact and Recommended Action

This new firmware upgrade is to improve product performance, and will take effect
automatically after upgrading from previous versions. We’d like to inform you the above
changes. Also, we are sorry for any possible inconvenience of use-habit changes caused by

this action.

Note:

- Hikvision has all rights to alter, modify and cancel this notice.

- Hikvision doesn’t give any guarantee for old models’ stock.

- Hikvision is not liable for any typing or printing errors.

- For special model’s change details, please contact our local technical support team.
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