How to use Wireshark to capture
To analyze network issues, it' s necessary to get some network packages. And
Wireshark is a useful software to capture network package. Here is the quick guide

of how to use it.

1. Run the software. You can choose capture and configure capture filter.
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2. Configure capture filter. In the Capture Filter option, please fill in the right filter.
For example, ‘ip src host 172.6.21.134" means we can capture all the network

package from the device with the IP address 172.6.21.134. Then click 'Start’
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Stop capture. After you get the information you want. You can stop capture. Just

by click

‘Stop’ .
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No..  Time J Destination Protocol  Info
326 21.19990; @ Resta: TR 1.21.134 172.6.21.101 TcP Inter leaved channel 0x00, 16 bytes
327 21.20033 @ c il .21.134 172.6.21.101 TCcP [TcP segment of a reassembled PDU]
328 21.20033 apture Filtess... .21.134 172.6.21.101 TP [TCP segment of a reassembled PDU]
329 21.20073117276.21.134 172.6.21.101 TP Interleaved channel 0x00, 3612 bytes
330 21.280026 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
331 21.360122 172.6.21.134 172.6.21.101 TcP Interleaved channel 0x02, 332 bytes
332 21.440083 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
333 21.460032 172.6.21.134 172.6.21.101 TP irdmi_> 49784 [PSH, ACK] seq-u Ack=1 Win=2896 Len=8 TsV=5442281 TSER=370886
334 21.520043 172.6.21.134 172.6.21.101 TcP Interleaved channel 0x02, 332 bytes
335 21.600292 172.6.21.134 172.6.21.101 TcP Interleaved channel 0x02, 332 bytes
336 21.680023 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
337 21.759999 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
338 21.840164 172.6.21.134 172.6.21.101 Tcp Interleaved channel 0x02, 332 bytes
339 21.919996 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
340 22.000035 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
341 22.080077 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes
342 22.160009 172.6.21.134 172.6.21.101 Tcp Interleaved channel 0x02, 332 bytes
343 22.240024 172.6.21.134 172.6.21.101 TP Interleaved channel 0x02, 332 bytes

@ Frame 1 (738 bytes on wire, 738 bytes captured)

Ethernet II, src: smdInfor_7a:d9:6c (00:40:48:7a:d9:6c), Dst: 04:7d:7b:35:c8:01 (04:7d:7b:35:c8:01)

@ Internet Protocol, Src: 172.6.21.134 (172.6.21.134), Dst: 172.6.21.101 (172.6.21.101)

@ Transmission control Protocol, src Port: rtsp (554), Dst Port: 49843 (49843), seq: 1, Ack: 1, Len: 672
@ RTSP Interleaved Frame, channe1‘ 0x02, 332 bytes
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4. Save the captured package. After you stop. You can save the information by

click ‘Save’ . Name it and save it.
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No. .. Time Source Destination Protocol Info
0. 000000 172.6.21.134 172.6.21.101 TCP rdmi LPSH, ACK] Ck=1 W1n=2896 Len=8 TS5V=5418563 TSER=347168
4.019613 172.6.21.134 172.6.21.101 TCP irdmi [PSH, ACK] Ack=1 win=2896 Len=8 TSV=5418965 TSER=347570
8.039750 172.6.21.134 172.6.21.101 TCP irdmi [PSH, Ack] Ack=1 Win=2896 Len=8 TSV=5419367 TSER=347972
12.059730 172.6.21.134 172.6.21.101 TCP irdmi [PSH, ACK] Win=2896 Len=8 TSV=5419769 TSER:
16.083320 172.6.21.134 172.6.21.101 TCP irdmi [PSH, ACK] Win=2896 Len=8 TSV=5420171 TSEl

19.343124 172.6.21.134 172.6.21.101 TCP irdmi [ACK] Seq=1 Ack=36 Win=2896 Len=0 TSV=5420497 TSER=349484
19.344775 72.6.21.134 172.6.21.101 TCP irdmi [PSH, ACK] Se Ack=36 Win=2896 Len=16 TSV=5420497 TSER—349484

19. 360860 21.134 172.6.21.101 irdmi e [ACK] Seq=1 Ack-SS Win=2896 Len=0 Tsv-5420499 TSER=349486
19. 362680 .21.134 172.6.21.101 irdmi [PSH, ACK] Seq=1 Ack=36 win=2896 Len=16 T 420499 TSER=349486

19.368729 .6.21.134 172.6.21.101 irdmi [ACK] Seq=1 Ack=32 Win=2896 Len=0 T5V=5420499 TSER=349487
4 1 484 21.134 i 1.101 irdmi [PSH, ACK] Seg=1 Ack-sz win=2 Len=196 TSV=5420500 TSER=:
51 428 21.134 T .101 irdmi 82/ [RST, ACK c| win. 6 Len=0 T5V=5420500

19.379814 .6.21.134 172.6.21.101 irdmi seq=17 Ack=37 win-2896 LerPO TSV=5420501 TSER=349484
19.387392 .6.21.134 172.6.21.101 irdmi seq=1 Ack=32 Win=2896 Len=0 TSV=5420501 TSER=349489
@ Frame 1 (74 bytes on wire, 74 bytes captured)
Ethernet II, src: smdinfor_7a:d9:6c (00:40:48:7a:d9:6c), Dst: 04:7d:7b:35:c8:01 (04:7d:7b:35:c8:01)
@ Internet Protocol, Src: 172.6.21.134 (172.6.21.134), Dst: 172.6.21.101 (172.6.21.101)
@ Transmission control Protocol, src Port: irdmi (8000), Dst Port: 49784 (49784), seq: 1, Ack: 1, Len: 8
@ Data (8 bytes)

0000 04 7d 7b 35 c8 01 00 40 48 7a d9 6c 08 00 45 00 }{S. @ Hz. 1.
0010 00 3c bd 7f 40 00 40 06 fa 44 ac 06 15 86 ac 06 @.

0020 15 65 1f 40 c2 78 81 82 24 52 64 79 bc ca 80 18 e L@ x
0030 Ob 50 44 cf 00 00 01 01 08 0a 00 52 ae 43 00 05 . PD.

0040 4c 20 00 00 00 08 00 00 00 02 s
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After all these steps, you are successful to capture some network package.




